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Overview
The Avaya Workplace application can be used remotely over the internet as your desk extension on Android devices.

security
Avaya Workplace uses Mutual Transport Layer Security (TLS 1.2) to encrypt the VoIP Signalling traffic between the remote worker device and the core of the Avaya solution within Moorcroft premises / Data Centre. 
Audio traffic is encrypted using Secure Real Time Protocol using Advanced Encryption Standard (AES) with 256-bit keys. 
An Identity certificate is downloaded to the device during setup, which requires a password. The Identity certificate has a 2-year expiry and current certificate remoteworker730d.p12 expires 21/11/2024. IPI Support will update the certificate as part of release management of the solution.
User will log into the application using their Active Directory (AD) Windows password as they would log onto their Desktop/PC.

Process
Below are the steps required to install and configure the Avaya Workplace application used as a Remote Worker via the internet.
# Note – All screen shots are taken from a Samsung Galaxy running Android. 

1. Install Avaya Workplace application from Android Play Store 
2. Install Avaya System Manager Root Certificate into Device (only applies to new devices)
3. Configure Avaya Workplace Web Address for Auto Configuration
4. Enter Client Certificate password 

Configuration & Registration now complete






Install Avaya Workplace application
Install Avaya Workplace on Android
Search ‘Avaya Workplace’ in the Play Store
Install the App and Accept the License Agreement 
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Install Avaya System Manager Root Certificate 
# Note – This only applies to new devices that have not previously been registered to the existing Remote Worker setup. If the device has previously been registered this section can be skipped.
From the Android device browse to:
https://mdr-aads.moorgroup.com:8443/SMGRCA.cer
Press ‘Download’ to download the Root Certificate
[image: Graphical user interface, text, application
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Enter a name for the certificate e.g. ‘Moorcroft Avaya’ and press ‘OK’
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Description automatically generated]
You may be asked to enter your device PIN to install the certificate.
A pop-up saying certificate installed should be seen.
Configure avaya workplace
Launch Avaya Workplace
Press ‘Configure Account’
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Press the cog icon and select ‘Use a web address’
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Enter the following Web Address
https://mdr-aads.moorgroup.com:8443/acs/resources/configurations?
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Next you will be asked to enter Workplace Credentials, this is your Moorcroft domain account and Windows password
Example:
Username : joebloggs@moorgroup.com
Password : Windows Domain password 
[image: Graphical user interface, text, application
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If credentials are successful, you will logged in
Then you will be asked to enter the password for the Client Identity certificate sent by your System Administrator 
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# Note – the Remote Worker application should not be used to make Emergency Calls.
App has logged in successfully, no errors in top bar should be seen

[image: ]
Expiry on Identity Certificate is 21/11/2024
To renew expiring certificate, contact IPI to regenerate the Identity then steps 3 & 4 will need to be  completed to update Identity certificate on devices.
IPI will also hold this expiry in Release Management document and reviewed periodically.
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End User License Agreement

AVAYA GLOBAL ANDROID
APPLICATIONS SOFTWARE
LICENSE TERMS FOR AVAYA
WORKPLACE

REVISED: June 1st, 2020

THESE GLOBAL SOFTWARE LICENSE TERMS
("SOFTWARE LICENSE TERMS') GOVERN THE USE OF
PROPRIETARY SOFTWARE AND THIRD-PARTY
PROPRIETARY SOFTWARE LICENSED THROUGH
AVAYA. READ THESE SOFTWARE LICENSE TERMS
CAREFULLY, IN THEIR ENTIRETY, BEFORE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (AS
DEFINED IN SECTION A BELOW). BY INSTALLING,
DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, THE END USER, ON
BEHALF OF THEMSELF AND THE ENTITY FOR WHOM
THE END USER IS DOING SO (HEREINAFTER
REFERRED TO AS "END USER"), AGREE TO THESE
SOFTWARE LICENSE TERMS AND CONDITIONS AND
CRFATF A RINDING CONTRACT RETWEFN FNIN 1ISFR

T S
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I have an account, let's set it up and get me signed in!
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